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4. Information from RAIN shall be made availabie upon request to
investigative personnel of this department.

c. reral.

T All members shall familiarize themselves with WALES and the
information files contained in the system.

a. The various codes and instructions on the use of WALES are
available at each terminal.

b. The simpie entry of "811", "ADM", or "HELP™ will provide the
user with an index of what is in WALES.

2. In order to prevent overioading of WALES with unnecessary inquiries,
members shall make only those requests necessary 1o perform legitimate 1aw enforce-
ment functions.

3. Anyane authorized to use WALES is required to use his/her badge
number or civilian ID number when making any WALES inquiry.

a. Under no circumstances shall 28 member provide a badge num-
ber other than his/her own.

b. Civilian employees shall identify themselves by using their
Identification Badge Number preceded by an "X" for the pur-
pose of complying with this section.

C. Failure to comply with this requirement shall result in disciplin-
ary action.
4. Members requiring targe volumes ot information such as statistical ‘

printouts or bulk information shall make a request, with the approva! of an official of their
element, 1o the Director, Data Processing Division. Information pertaining to this
procedure may be obtained from the Management and Liaison Branch, Data Processing
Division.

B When @ member requests 8 WALES inquiry by police radio, he/she
shall provide all available information and specify the service required.

6. Members shali not, under any circumstances, attempt to disconner
reconnect, move or repair any piece of data processing equipment. This shall include .
wrning on or off of the CRT Display, printer, or other pieces of data processing equip-
ment.
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D. Accountability.

1a Members initiating requests through WALES and RAIN for information
shall be held strictly accountable for the proper use and disposition of the information
obtained.

2 Information from WALES, NCIC, RAIN, and NLETS shall be used for
official legitimate law enforcement purposes only and shall not be given to persons
outside the field of law enforcement. For the purpose of this order, the law enforcement
field shall consist of any agency having primary responsibility for the administration of
criminal justice and which 3ailocates a substantial portion of its budget for this purpose in
one or more of the following cateqbries:

a. Arrest and/or prosecution,
b. Adjudication,
cC. Administration of probation or parole, and
d. Detention o'f subjects i the criminal justice process.
3. information requested by persons outside of the department, not in

the field of law enforcement, may only be released in compliance with General Order
204.5 (Freedom of Infarmation).

E. Security.

1 Members reguesting information from WALES by police radio shall
take reasonable precautions 10 prevent unauthorized persons from overhearing the
information. ({This shall not be construed so as 10 apply to situations, such as approved
ride-alongs or prisoners in transport vehicles, in which it is difficult or impossible 10
reasonably prevent inadvertent disclosures.}

2 No member shall provide, or cause to provide, 10 any unauthorized
person the various codes used 1o make WALES inquiries. Any such person requesting
this information shall be directed to contact the WALES Security Officer for 2 determina-

tion of clearance.

3. Members making inquiries or receiving information on the WALES or
RAIN terminal(s) shall take extraordinary precautions to ensure that this information is not
observabie 1o unauthorized persons.

4. Unless otherwise instructed, when a computer printout is no longer
needed, the member who requested the printout shall be responsible for destroying it.
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d. if unable to contact anyone related to the incident, a determina-
tion must be made whether or not to retain the original entry in
the file.
e. A PD Form 252 shall be prepared to document the action taken

on each report 1o include the following:

(1) Datel and time complaint was contacted;
(2}  Entry verified still outstanding;

(3) lhem/person recovered/located to this case:;
(4) Dates and times efforts were made;

{(5) Recommendation t0:

{a) Remove from system because information has not
been verified.

{b) Retatn as a valuable criminai investigation lead.
{c) Retain because ot critical missing person.

4, Forward all completed PD Forms 252 along with PD Form 33 (Valida-
tion Certificate Form} to the Commanding Officer for his signature.

5. Return all completed PD Forms 252 relating to validation and PD Form
33, signed by the Commander, to the Director, Data Processing
Division, within 10 working days of receipt.

PART Il
A, Station Personnel.
1. Station clerks shall tfamiharize themseives with the procedures in the
WALES and NCIC handbook relative to the avaitable features and procedures of both
systems.
2. Station personnel shall assist members in making the various inquiries

required, and shall not permit unauthorized persons to view computer printouts or CRT
displays of WALES information.

3. Members assigned to station duty shall be jointly responsible for
security of the WALES terminals located within their stations, and shall not permit
unauthorized persons access 10 these devices.

UN 11 (com ¥ 03781
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e k Li nant, Criminal Investigations Division.
The Desk Lieutenant, CID, shall be responsible for:

1. Maintaining a microcomputer which is interfaced with CJIS and
the RAIN host computer.

2. Assisling members in making various required inquiries and not
permitting unauthorized person{s) 1o view computer printouts

3. Providing printouts that will be available for pick-up each Mon-
day and Friday at 0300 hours.

4. Securing the RAIN terminal and not permitting unauthorized
personls) access to the device,

s Ensuring that distributions are available for investigative units in
each district as weli as for the Narcotics and Special Investiga-
tive Division, the Intelligence Division, the Internal Affairs Divi-
sion, and the Criminal Investigations Division.

PART il

A. Commanders and Directors.

1. Commanders/Directors shall be responsible for:

a. The proper use of the WALES terminal(s) assigned to their
organizational elements and for ensuring the proper training of
their personnel in the use of such terminal(s).

b, The security of the WALES terminal(s) located within their
element.
c. Notifying the Director, Data Processing Division, whenever 3

sworn or civilian member of their command who has been
issued a WALES password leaves a job position due to:

(1) Re-assignment/Transfer,
(2) Separation from the department, or
{3} Administrative leave or indefinite Suspension.
d. Cause WALES security 10 be a frequent subject of roll call

training within their element.

UN 11 leont. 1] 03/9)
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e.
f.
g.
h.
B.

Cause frequent inspection of the area surrounding computer
terminals to ensure that security procedures are being complied
with.

Where applicable update for each tour of duty the deployment
schedule. For example, if the tour of duty is 0700 - 1500
hours, the information shall be entered no later than 0700
hours. In the event that WALES is down 3t the time of the
schedule update, the deployment information shall be telephoni-
calty relayed to the Communications Division.

Ensuring that, when it is determined that any data processing
equipment must be relocated within their organizational ele-
ment, a request is submitted 1o the Director, Data Processing
Diviston. Upon approvai of the request, the relocation of the
equipment shall be accomplished entireiy by members of the
Data Processing Division or a manufacturer’s representative.

Where applicable, District/Division Commanders shall establish
procedures within their commands to implement the NCIC
validation process.

Director, Data Processing Division.

The Director, Data Processing Division, shall be responsibte for approving or

disapproving requests for reiocation of data processing equipment submitted by com-

manders/directors.

C.

that:

WALES:

Director, Communications Division.

The Drector, Communications Division, shall be responsibie for ensuring

The Operations Branch enters radio run information into WALES.

The Telecommunications Branch enters the foilowing information into

Lost, stolen, and recovered vehicles, boats, articles, guns,
bicycles, and license plates;

Impounded, repossessed, angd moved vehicles;
All data pertaining 10 missing and located persons;

Lookouts for and "attempts 10 locate™ persons: and









Publicatien Effective Date Cange Nsber | Poge Mader

i General Order 302.6 April 30, 1992 1 14 of 14

G. Director, Property Division.

The Director, Property Division, shall be responsibie for entering:
1.  Lost and stolen police department property into WALES and NCIC;

2. issued service revolvers and badges into WALES/APS.

H. Director, Intelligence Division.

The Director, Inteliigence Division, shall be responsible for ensuring
that the Security Officers Management Branch updates and enters the WALES informa-
tion pertaining to each individual commissioned as a special police officer in
the District of Columbia.

}. Watch Commanders, Patrol Operations Bureau and
Criminal Investiqations Division.

The watch commanders in Patrol Operations Bureau elements and in the
Criminal Investigations Division shall personally:

1. Update Demand Deployment System information for his/her element
within 30 minutes of the time 3 unit or section reports on duty or off duty during his/her
tour of duty; and

2. Telephone the deployment information update, within the same time
frame as above, to the Supervisor’s Office, Communications Division, whenever WALES

is out-of-service.

J. Watch Commander, Communications Division.

The watch commander, Communications Division, shall enter any pending
deployment information received from organizational elements into DDS whenever
WALES returns to service after having been out-of-service.

Isaac Fulwood, Jr.
Chief of Police
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